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WORKING REMOTELY VIA CITRIX CLOUD

WORK REMOTELY VIA CITRIX CLOUD
Citrix Cloud allows you to connect to Dentons systems using a web browser. From a non-Dentons computer, this
allows you to connect to a full desktop with access to the same applications as a firm computer. From a firm
computer already logged in—either in the office or remotely via VPN—you can have access to special
applications via the Citrix Cloud.

ACCESS THE CITRIX CLOUD WEBSITE
1. Open a web browser, preferably Edge or Chrome, and navigate to

https://access.us.dentons.com
2. Locate Citrix

Cloud in the remote options and select Login.



If you are on a computer that is already logged into the network, you are authenticated automatically.



Proceed to the topic Launching Citrix Workspace on page 4.
From outside the Firm’s network, follow the steps below to log in:

3. On the first screen, enter or confirm your Dentons email address, and select Next.
4. In the Password field, enter your regular network password and select Sign

In.

CAUTION

5. The first time you connect, you may be asked to choose a preferred method of authentication. Depending on
your security profile (registered phone numbers, mobile devices with the Authenticate app installed, etc.), your
specific list may vary from the one shown below.
Once you have made a choice here, even if it was in a previous version of Citrix, this screen will not appear. Instead,
Authentication will proceed to your previously selected method. If you prefer to use another method, look for a link on
the waiting prompt that allows you make a different choice. Clicking that link will return you to this menu. (Links are
typically called I want to choose a different two-factor authentication method or Please click here to use an
alternate registration method.)
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Regardless of the number of options, they will fall into general categories:



Send login request to <device>
Email login confirmation link to
xxxxx@dentons.com



Time-based Passcode - <device>



Voice :

<phone number>

6. Select your preferred method and click the
Submit button.
7. Based on your preferred method, follow the
steps in the appropriate section below to
complete authentication.

Send login request to <device>
1. The browser screen displays a single character or number and changes to a waiting state. At the same time,
a prompt is sent to the device indicated (typically a mobile phone, as shown here):

2. On the device, tap the notification banner that appears, or open the Authenticate app

.

3. The mobile device will display four possible characters and/or numbers. Tap the one that matches what is
displayed on the browser screen to complete authentication.
4. Return to the browser, where you will see that authentication has completed.
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Email login confirmation link to xxxxxx@dentons.com
1. The browser screen changes to a waiting state, and an email is
sent to your Dentons email address.
2. Open the email, and click the button in the body of the message
that says Yes, approve my request.

3. Wait for a success message to appear on the device where you opened the email, then return to the browser
where you will see that authentication has completed automatically.

Time-based Passcode - <device>
1. The browser screen changes for you to enter a passcode
from the Authenticate app installed on the device indicated.
2. Open the Authenticate app

on your mobile

device.
3. You will see an eight-digit number and a countdown icon
displaying 1-30 seconds remaining for this code to be valid.



Make sure the countdown icon shows you have
enough time to type the passcode. If you have less
than 10 seconds, the icon will be red. In that case, let
it reach zero and wait for the next code.

4. On your computer, type the code in the Passcode field.
You can use the keyboard or click the onscreen keypad
using your mouse.
5. Click Submit to complete authentication.
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Voice : <phone number>
1. The browser screen changes for you to enter a passcode that you will
receive via the phone.
2. When the phone rings, answer it and note the passcode that is
announced by the recorded voice. It will repeat the code several times
3. On your computer, type the code in the Passcode field. You can
use the keyboard or click the onscreen keypad using your mouse.
4. Click Submit to complete authentication.

LAUNCHING CITRIX WORKSPACE
The first time you connect, the system will verify that you are running a compatible version of Citrix and request
permission to launch Citrix-related applications. Typically, you only need to complete these steps once:
1. On the first screen, select the Detect Workspace button. The system checks to see if Citrix Workspace
is installed on your system. If it finds it, you will see the pop-up in step 2 below; otherwise, select one of the
options shown:
a) To install or update Citrix, check the box to
accept the license agreement and click the
Download button. Follow the prompts and
instructions to install the latest version of Citrix
Workspace for your operating system.
b) If you know Citrix is already installed on this
computer, make sure it is running. (Manually
launch it from the windows menu, for example.)
Then click the Detect again link.
c) If this is a computer on which you cannot install
Citrix, select the Use web browser link.
Some functions—such as access to resources on
the local computer—will not be available through
the web client.
2. Near the top of the screen a pop-up window will ask for permission to open the Citrix Workspace Launcher.
To avoid seeing this every time you access Citrix or launch an application, check the box for Always allow
dentons.cloud.com…, then click the Open Citrix Workspace Launcher button:
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CITRIX HOME SCREEN
The Citrix Home screen displays the resources you have used recently, so it will be empty the first time you log in.
Use the menu on the left to select from the Apps or Desktops that are available to you. The specific items
listed under each may vary, depending on the resources assigned to you.

APPS
Use the Apps tab to open individual applications that have been made available to you.


Applications will open in a standalone window.




To close an individual app, choose Exit or Close from the File menu within that application.
When all apps have been closed, log out of the Citrix Home screen (see below)
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DESKTOPS

CAUTION

With a Citrix Desktop, you open a Virtual Desktop, which provides the firm’s standard applications, as well as
access to your network and OneDrive resources. (NOTE: OneDrive is available after you have upgraded to the
new M365 desktop on your assigned computer.)
When connecting to the firm systems with a firm-issued laptop, it is preferred that you use GlobalProtect VPN and
open your programs from the taskbar and start menu. The firm has made a significant investment in hardware,
software, and VPN environment for our expanding population of firm laptop users. Please reserve the use of the
Citrix Virtual Desktop for times when you can’t use VPN, such as when connecting from a personal computer. Don’t
use Citrix from within VPN. Using it may tie up a connection that someone who does not have a firm laptop may need
for a remote session.

Working with the Desktop
Working in the desktop is similar to working in the office. You will notice a small handle floating at the top of the
screen. Select the arrow on the handle to expand it and see the toolbar. These buttons are explained below.

Click Home to go back to the desktop of the
computer you are remoting from.

Click Full-screen to display your Virtual/Remote
desktop full screen, taking over your local screen.

Click Ctrl+Alt+Del to send a Ctrl+Alt+Del
command to the Virtual/Remote computer.

Click Disconnect to temporarily disconnect from
the Virtual/Remote session.

Click Preferences to change display settings,
file access to the computer you remote from,
microphone or camera settings, for example.

Shortcuts is not used in our environment.
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Ending your session
1. To log off the desktop, click the Windows button in the
lower-right corner of your virtual/remote desktop window.
2. Select the user icon
3. Select Sign

at the top of the start menu

out.

LOGOFF OF CITRIX
When you close an application or sign-off from a desktop, you are returned to the Citrix home screen.
1. End your Citrix session by selecting the circle with your initial in the upper right corner and select Log
from the menu:

Out

2. You are logged off and prompted to close your browser window.
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